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Developing a government enterprise architecture framework to support the
requirements of big and open linked data with the use of cloud computing

Martin Lnénic¢ka and Jitka Komarkova

Abstract: Governmental and local authorities are facing many new information and commu-
nication technologies challenges. The amount of data is rapidly increasing. The data sets are
published in different formats. New services are based on linking and processing differently
structured data from various sources. Users expect openness of public data, fast processing,
and intuitive visualisation. The article addresses the challenges and proposes a new govern-
ment enterprise architecture framework. The following partial architectures are included: big
and open linked data storage, processing, and publishing using cloud computing. At first, the
key concepts are defined. Next, the basic architectural roles and components are specified. The
components result from the decomposition of related frameworks. The main part of the article
deals with the detailed proposal of the architecture framework and partial views on architec-
ture (sub-architectures). A methodology, including a proposal of appropriate steps, solutions
and responsibilities for them, is described in the next step - after the verification and validation
of the new framework with respect to the attributes of quality. The new framework responds to
emerging ICT trends in order to evolve government enterprise architecture continually and
represent current architectural components and their relationships.

Keywords: Government enterprise architecture framework; design science research; big data;
open linked data; cloud computing; quality attributes; ATAM; methodology.

1 Introduction

Traditional Information and Communication Technologies (ICT), infrastructures, architectures
and methods for data management and analysis struggle with the rapid growth of data (Tian
and Zhao, 2015). The continuous emergence of new technologies and digital channels (Hashem
et al., 2015) brings new challenges for enterprises and governments to operate more efficiently
and cost-effectively in order to provide better, cheaper and faster services to the public. Big and
Open Linked Data (BOLD) concept (Dwivedi et al., 2017; Janssen and Kuk, 2016; Lnénicka
and Komarkova, 2018) has evolved because of production of large amounts of data by the pub-
lic sector and because of effort to present these data to the public. It represents a new set of
steps that are required to create usable insights and value from large amounts of structured and
unstructured data coming from many different sources and with differing dynamics (Marton et
al., 2013; Chen et al., 2014). This should lead to improving the internal processes of the public
sector organizations as well as improving the transparency and accountability processes to-
wards citizens and other stakeholders (Janssen and van den Hoven, 2015).

BOLD result in new opportunities and have the potential to transform government and its in-
teractions with the public (Dwivedi et al., 2017; Janssen and van den Hoven, 2015; Lnénic¢ka
and Komarkova, 2018). The combination of size, multiple sources, and unstructured data then
presents the problem of having sufficient computing power to process these data. This problem
may be solved using cloud computing (Alshomrani and Qamar, 2013; Hashemi et al., 2013;
Sharma, 2016). This led to the intersection of cloud computing and BOLD technologies, mostly
because they are complementary technological paradigms with a focus on scalability, agility,
on-demand availability, and data-oriented challenges (Hashem et al., 2015, Kobielus, 2014;
Lnénic¢ka and Komarkova, 2018; Sharma, 2016). The practice proved that an organization can
reach a better performance and ICT management and services by centralizing available com-
puting resources (Buyya et al., 2013; Jallow et al., 2017; Yu et al., 2014). It started with Service
Oriented Architecture (SOA), which provided a conceptual basis for web services development.



It was followed by the rise of computer grids, which migrates to cloud and inter-cloud platforms
(Demchenko et al., 2014). According to Sutherland and Chetty (2014), SOA, virtualisation and
grids are the major trends in ICT architecture. Cloud computing is not an architectural trend but
such a deployment has drawn attention by enterprise architects to ensure that cloud computing
aligns with any given enterprise architecture. However, although the applicability and accepta-
bility of cloud computing have been broadly accepted by many organizations in private and
public sectors, research on BOLD in the cloud remains in its early stages (Elazhary, 2014; Ha-
shem et al., 2015; Lnénic¢ka and Komarkova, 2018; Sharma, 2016).

Contemporary organisations are complex systems. Their complexity regularly increases by dis-
rupting, continuing, and recurrent changes in their business. Legal and technological environ-
ments take an architectural approach, which can help reduce this complexity (Lagerstrom et al.,
2011). This importance was already recognized as a critical factor for the whole-of-government
capability and many governments have initiated enterprise architectures programs (Ojo et al.,
2012). The relationship between organizations’ success with ICT and enterprise architecture
management activities was tested by Lagerstrom et al. (2011). They found significant correla-
tions between these variables. Hence, the overall enterprise architecture is critical to be com-
pliant with the constant changing trends in ICT. In similar lines, Janssen et al. (2013) stated that
current developments within the government sector focusing on access to open data, shared
services, cloud computing and data integration between private and public organizations in-
crease the importance of government enterprise architecture

A choice of an approach for building a system with both cloud computing and BOLD becomes
a difficult question for many organizations, not only in the private sector, but also in the public
sector. Although the topic of Enterprise Architecture Framework (EAF) provides a rigor back-
ground, the understanding of what makes enterprise architecture practice effective in the con-
text of the new trends in ICT is limited (Janssen et al., 2013; Luisi, 2014; Ojo et al., 2012).
More precisely, current EAFs are limited in their ability to support revision and extension of
existing EAF regarding the requirements resulting from BOLD and cloud computing.

Thus, a new architecture framework is needed to solve this issue in the government enterprise
architecture. It should encompass the unique components enabling the use of cloud computing
technologies for BOLD and their lifecycle, reuse of ICT assets and the sharing of these tech-
nologies across organizations in the public sector. It should ensure cost-effective, faster, and
timely delivery of ICT services through a cloud infrastructure, and interoperability principles
and guidelines that will assist in storing, processing, and publishing of BOLD. It should facili-
tate creation of concrete architectures, and increase understanding as an overall picture by con-
taining typical components and partial views on architecture. Last but not least, it should en-
hance transparency, better communication and coordination, and provide the ability to address
critical government-wide issues such as improved security and easier system and network man-
agement.

Public sector authorities face the same problem. They have started to produce vast amount of
digital data, which are paid by the public budgets. The public sector bodies search for new
approaches to better and repeatedly use these data to increase obtained benefits. Since the Eu-
ropean Union (EU) requires reuse of data by its regulation (Directive 2003/98/EC, revised by
the Directive 2013/37/EU), a new suitable Government Enterprise Architecture Framework
(GEAF) is needed in order to efficiently implement new technologies. In addition, despite the
achievements in the field of e-government development, the Czech Republic currently faces a
number of technical and conceptual shortcomings. As reported in the Strategic Framework for
the Development of Public Administration in the Czech Republic for the period 2014 - 2020
(MICR, 2016): “The implementation of projects in the field of ICT takes place in a largely
uncoordinated manner, without ensuring technological compatibility, respecting the four-layer



architecture and without the free sharing of information about completed projects. The devel-
opment of e-government is then highly fragmented and its potential is limited (e.g. data cannot
be mutually shared and citizens must repeatedly document them).”

Therefore, the main aim of the article is to propose a new GEAF for storing, processing, and
publishing of BOLD using cloud computing including partial views on architecture where the
components can cooperate with each other. This solution should be cost-effective to ensure low
investments in hardware, software, and data maintenance. For this purpose, a Design Science
Research (DSR) approach is followed.

The GEAF is set in the context of the Czech public sector and deals with the requirements of
organizations on regional and municipal levels. These are two basic territorial self-government
units in the Czech Republic while regions as higher units provide services, resources, and in-
frastructure to municipalities. This relation is important since it enables to centralize resources
and standardize the delivery of services across all municipalities. The case organization in this
study is Pardubice region consisting of 451 municipalities.

The organization of the article is as follows. In Section 2, the research methodology is formu-
lated and the research methods are chosen and described. Section 3 introduces the literature
review and background on EAFs and commonalities between BOLD and cloud computing for
the use in this context. Section 4 presents the results of the decomposition and identification of
components for cloud computing and BOLD. Section 5 contains a proposal and verification of
the GEAF. Finally, results and discussion are provided in Section 6.

2 Methodology and Methods

The methodology follows the DSR approach described by Hevner et al. (2004) is used. The
DSR is a widely applied research approach and is concerned with developing useful artifacts.
It is a problem-solving paradigm in which the boundaries of organizational capabilities for cre-
ating new artifacts are extended together with the understanding of a problem domain through
the building and also application of the design artifact (Hevner et al., 2004). The used methods
are derived primarily from the qualitative research, particularly interpretive and critical research
(Denzin and Lincoln, 2011). The respective steps are shown in Figure 1.
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Figure 1: The main steps of conducting the research study
Guideline 1

The first guideline requires the creation of an innovative, purposeful artifact. For this purpose,
the systematic literature review as defined by Petticrew and Roberts (2006), i.e.: “A review that
aims to comprehensively identify all relevant studies to answer a particular question, and as-
sesses the validity (or soundness) of each study taking this into account when reaching conclu-



sions.” is used to determine the theoretical background of the research, see Section 3. The ap-
proach proposed by Levy and Ellis (2006) is used to conduct the review consisting of the fol-
lowing steps: a) a systematic collection of input papers for the review; b) a systematic pro-
cessing of relevant papers; c) a systematic synthesis of outputs. The following electronic data-
bases were searched during the collection of input papers: Web of Science, Scopus, and IEEE.
The period 2003 — 2018 was covered by the collection of input papers. Both reviewed journals
and conference proceedings were included. Various combination of the following terms were
used as keywords for search: government enterprise architecture framework, enterprise archi-
tecture framework, big data, and open linked data. Table 1 provides the precise list of combi-
nations. Search resulted into 1077 candidate papers and articles.

Table 1: The results of the first step of the systematic literature search

Web of Science Scopus IEEE
proceed- . proceed- . proceed- .
; journals ; journals ; journals
ings ings ings
“government enterprise
architecture framework” 0 0 4 0 1 0
government “enterprise
architecture framework” 15 1 37 4 12 0
government enterprise ar-
chitecture framework 97 24 176 68 % 3
fre;:fgﬁe,?mh“ecmm 82 24 181 56 60 1
government enterprise ar-
chitecture framework 5 1 5 2 4 0
AND big data
government enterprise ar-
chitecture framework 1 0 2 0 2 0
AND open linked data
“architecture framework”
AND big data 13 2 23 8 19 0
“architecture framework”
AND open linked data 1 0 0 0 1 0
:&%W?gfgaéggﬁwm 47 19 166 32 205 23
“software architecture”
AND “open data” 3 2 3 2 1 1
Sum 264 73 597 172 410 28

Based on author keywords, the following number of candidate papers and articles was chosen
for the next processing, see Table 2 and Figure 2. This step required manual verification of the
authors because search engines in some cases did not include author keywords. The final num-
ber of candidate papers and articles is lower because one article is usually described by more
included keywords.

Table 2: The results of the second step of the systematic literature search.

Author Keywords WoS Scopus  IEEE
Architectural frameworks 0 0 1
Architecture framework 2 7 1
Architecture framework selection scheme 0 1 1
Artifact 1 2 2
Big and open linked data 0 1 0
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Figure 2: Number of papers and articles in particular databases by year.

Next, duplicate papers were excluded. This step resulted in 143 candidate papers. Authors read
abstracts and all author keywords of the candidate papers and excluded not relevant papers. A
high number of not relevant papers was caused by utilization of the keywords “framework” and
“frameworks”, which included various different frameworks, e.g. e-government, e-governance
decentralization, design of national metrology smart system, etc. Next, search engines several
times included title pages of conference proceedings, they were excluded too. After the de-
scribed steps, 93 papers remained. Standards and strategic documents were additionally in-
cluded because of their importance although they are not indexed by any database. Additionally,
several papers and articles were included because of recommendations of experts on various
conferences. Authors’ previous works were included as well as far as this article describes con-
tinuation of our previous work.

Table 1 and Table 2 reveal that a higher attention is paid to general EAFs then to GEAFs.
Contrary, the existence of three GEAFs in the USA confirms the importance of GEAFs (Mary
and Rodrigues, 2011; Urbaczewski and Mrdalj, 2006): the Federal Enterprise Architecture
Framework (FEAF), the Department of Defense Architecture Framework (DoDAF), and the
Treasury Enterprise Architecture Framework (TEAF). Contributions describing existing EAFs
and GEAFs were naturally included as the base for the next steps.

The EAFs provide a base for enterprise and software architectures through which an implemen-
tation of new technologies should be supported. As it was discussed in the Introduction, con-
temporary EAFs are limited in their abilities to efficiently support the adoption of emerging
technologies and approaches. Authors included articles describing new technologies with a par-
ticular focus on big data, open linked data, and cloud computing in the literature review to
address these technologies in the proposed framework because existing EAFs/GEAFs do not
properly take into account all the relevant components and their relationships.

Contributions proposing and discussing enterprise and software architectures with the focus on
the public administration were included in the literature review to deeper address governmental
aspects in the newly proposed framework. For example, Ojo et al. (2012) focused on critical
success factors and revealed importance of the management commitment and participation of
business units as the critical factors.

Analysis of all the included papers and articles represented the next step. It was followed by
their decomposition, conceptualisation and linking of the components and dimensions to the
newly proposed GEAF.



Guideline 2

The primary objective for the domain of the artifact is to provide guidance to public sector
organizations on how to propose, deploy, and implement new technologies related to BOLD
with the use of cloud computing in the enterprise architecture context. It is formed by a combi-
nation of technology-based artifacts (GEAF conceptualizations and representations, technical
capabilities, interfaces, etc.), organization-based artifacts (public sector structures and organi-
sational models, relationships, etc.), and people-based artifacts (involved stakeholders and their
training, consensus building, etc.) that address such issues.

The objectives for this solution are drawn from the strategic documents relevant for this domain.
The first one is dealing with the cloud infrastructure for services and it is a successor of the
concept of regional technological centres. A National Cloud Computing Strategy aims to create
a state cloud project, including the data storage and other necessary documents (financial, se-
curity, organizational and technical requirements). The importance of BOLD is discussed in an
Action Plan of the Czech Republic Open Government Partnership for 2018 to 2020. Together
with the Information Concept of the Czech Republic, perceived as a significant element of the
National Architectural Plan, and the Strategic Framework for the Development of Public Ad-
ministration in the Czech Republic for the period 2014 - 2020 they provide a background for
designing a new solution.

Guideline 3

The problem space is shaped by decomposing and comparing selected EAFs in order to provide
their overview and components based on the key requirements for BOLD and cloud computing,
see Section 4.

Guideline 4

The business needs of the public sector are represented by providing cost-effective and trans-
parent services at a good level of quality (MICR, 2016). This also represents a business view.
Attention is paid to the performance of public administration, both at the central level and in
delegated powers but it will influence territorial self-governing units too. The core strategic
objectives are (MICR, 2016):

e Modernization of public administration — namely to optimize the performance.

e Revision and optimization of the performance of public administration in the territory —
namely to increase the transparency.

e Completion of the functional framework of e-government — an essential prerequisite
and tool for the development and optimization of the functioning of public administra-
tion.

e Human resources development — an essential prerequisite and tool for the development
and optimization of the functioning of public administration.

In this regard, a new GEAF was developed including the partial views on architecture (process,
function, data, software, and hardware sub-architectures) to support phases of the BOLD lifecy-
cle and cover the specific aspects of BOLD and cloud computing in the public sector, see Sec-
tions 5.1 and 5.2. For artifact design and development, the methods of analysis, synthesis, ab-
straction, comparison, decomposition, and modelling are used. The Unified Modeling Lan-
guage (UML) is used to develop the GEAF. More precisely, the UML component diagram is
used to model the logical components that make up the framework.



Guideline 5

Then, chosen architecture evaluation methods and qualitative interviews are used to validate
and verify the GEAF, ensuring that it is formally represented, coherent, and internally con-
sistent, see Section 5.3. Namely, the Pattern-Based Architecture Reviews (PBAR) (Harrison
and Avgeriou, 2011) and the Architecture Trade-off Analysis Method (ATAM) (Kazman et al.,
1999) including its extensions in Bellomo et al. (2015). Because these methods are focused on
the architecture evaluation and in this case we do not have a complete architecture to consider
because specific functional requirements do not exist, the outputs are generic and not particular
for a specific application. In addition, some steps of these methods have to be adapted to this
purpose. These adaptations are explained in Section 5.3.

As both these methods, as well as guidelines developed by Hevner et al. (2004), require select-
ing relevant quality attributes, the quality model of ISO/IEC 25010:2011 (I1SO, 2011) is used.
The GEAF is evaluated against the following attributes of the current product quality model:
functional suitability, reliability, performance efficiency, usability, security, compatibility,
maintainability, and portability (ISO, 2011). These quality attributes were also chosen due to
their current relevance for several system types in the public sector that are being deployed in
cloud environments. The quality attributes are important for all stakeholders as they can assure
saving of time and money for them. Interview is an important data-gathering method in quali-
tative research because of its reliance on direct, usually immediate, interaction between the
researcher and participant (Salmons, 2011). Academic people with a good knowledge of IS,
system architectures, and quality requirements in the public sector were successfully inter-
viewed to validate and verify the new architecture framework by Svahnberg and Wohlin (2005).
Therefore, this method is used in this study to interpret research participants' views of their
experience regarding the quality attributes of the new framework.

Guideline 6

Since the artifact should incorporate search process whereby a mechanism enacted to find an
effective solution, a new methodology for the needs of the public sector consisting of the de-
scription of required steps, related stakeholders and their responsibilities for these steps is pro-
posed, see Section 5.4.

Guideline 7

In addition, the new methodology provides practical guidelines for implementing and using the
GEAF and communicates the results of the DSR effectively to the intended audience.

3 Current State of Scientific Knowledge in the Research Area

This section is focused on enterprise architectures, EAFs, BOLD, and cloud computing in gov-
ernment to provide context and background for the next steps.

3.1 Government Enterprise Architecture and its Frameworks

Well-structured and effective processes together with the ICT and enterprise architecture are
the essential components of a successful and profitable organization, so it represents a top pri-
ority of Information Systems (I1S) management (Luisi, 2014). Minoli (2008) defines an enter-
prise architecture as “a method and organizing principle that aligns functional business mission
with the ICT strategy and execution plans.” ISO/IEC/IEEE 42010:2011 standard defines it as
“fundamental concepts or properties of an enterprise in its environment embodied in its ele-
ments, relationships, and in the principles of its design and evolution.” (IEEE, 2011).

A reference architecture then provides “an authoritative source of information about a specific
subject area that guides and constrains the instantiations of multiple architectures and solu-
tions.” It generally serves as a reference foundation for solution architectures, and may be used



for comparison and alignment purposes (NIST, 2015). The enterprise architecture is usually
divided into several sub-architectures and typically described using views that represents all
combined components and their relationships throughout all different layers (Luisi, 2014;
Minoli, 2008). For example, the Multidimensional Management and Development of Infor-
mation Systems (MMDIS) (Bruckner et al., 2012; Nalevka, 2009) deals with these partial views
on architecture (dimensions): process and function; application; data; technology; security as-
pects; organisational and legislative aspects; and labour, social and ethical aspects.

An EAF provides “logical mechanisms for developing architectures in a uniform and consistent
manner” (Minoli, 2008). The framework also provides a tool for accessing, organizing, and
displaying that information. Comprehensive EAFs such as The Open Group Architecture
Framework (TOGAF) or the Zachman Framework have been developed to address this issue.
There can be found a lot of definitions of these frameworks, see Bruckner et al. (2012), Luisi
(2014) or Minoli (2008). These frameworks differ by the stakeholders they address and the
issues that concern their focus (Luisi, 2014; Minoli, 2008). Thus, choosing an appropriate EAF
including a structure of what the enterprise architecture should contain and how to create it
requires a comprehensive analysis of key requirements (Mohamed et al., 2012).

The government enterprise architecture is considered to be an efficient tool to overcome the
challenges and problems related to the development of e-government systems including in-
teroperability, integration, complexity, and lack of data standards (Gong and Janssen, 2017;
Guijarro, 2007; Janssen et al., 2013; Ojo et al., 2012). Research on this topic includes a con-
ceptual model illustrating the relationships between government enterprise architecture con-
cepts, its use, benefits and public value drivers (Janssen et al., 2013), the interoperability frame-
works and the enterprise architectures as tools to achieving the interoperability in the public
sector (Guijarro, 2007), criteria to evaluate selected EAFs (Mohamed et al., 2012) or key ma-
turity factors affecting the government enterprise architecture practice (Ojo et al., 2012). Birk-
meier et al. (2013) focused on the alignment of business and IT architectures in the German
federal government. Gill et al. (2014) proposed the use of an agile EAF to developing and im-
plementing the adaptive cloud technology-enabled enterprise architecture in the Australian gov-
ernment context. However, none of these frameworks provide all of the functionality required
for BOLD and cloud computing components in the GEAF.

3.2 Commonalities between BOLD and Cloud Computing in the Government Enter-
prise Architecture

Cloud computing is “a model for enabling ubiquitous, convenient, on-demand network access
to a shared pool of configurable computing resources that can be provisioned and released
with minimal management effort or service provider interaction.” (NIST, 2011). Enabled by
advances in fast and low-cost networks, commoditized faster hardware, high performance vir-
tualization technologies, and maturing interactive web technologies, cloud computing has be-
come a powerful architecture to perform complex computing problems for tackling large
amounts of data (Buyya et al., 2013, Shroff, 2010). Although, the concept of cloud computing
is mainly available in three varieties of services, namely, Software as a Service (SaaS), Platform
as a Service (PaaS) and Infrastructure as a Service (laaS), but in this data science age, should
be equally expandable to Database-as-a-Service (DBaaS) (Sharma, 2016). Several researchers
have also attempted to define cloud frameworks by adding other essential components, such as
management, quality, security, communication, storage, information or process as additional
services extending the basic structure consisting of SaaS, PaaS and laaS (Mahmood, 2011). In
this regard, cloud computing can provide a useful extension to existing architectures, on de-
mand and without the additional capital investment (Mahmood, 2011). According to Rama-
chandran (2011), the cloud architecture, its layers and its composition of components and ser-
vices have to be designed for scalability and re-configurability.



A cloud implementation perspective of the existing EAFs and their usability was analysed by
Zota and Fratila (2013). They claimed that EAFs using cloud computing have to be broad
enough to use them regardless of the domain or the regulations implied, but specific enough to
include all the deliverables needed in most of the existing business domains. Tang et al. (2010)
further proposed a way to extend the enterprise service-oriented architecture style to a new
hybrid architectural style based on cloud computing. In addition, many cloud vendors such as
Amazon, Google, IBM, Oracle and Microsoft also proposed their own architectural styles to
combine enterprise architectures and the power of cloud computing powers (Mahmood, 2011;
Sharma, 2016; Shroff, 2010). A survey conducted by Sutherland and Chetty (2014) showed that
up to 75% of the respondents see the need to incorporate cloud services into their respective
enterprise architecture. Therefore, clear understanding of requirements and their relationships
with respect to architectural choices is a critical for any enterprise system using the cloud ser-
vices (Rimal, 2011).

Big data are characterized by very large data volume, velocity of data flows, and highly variety
in data types and sources. Open data are about standards on how to make data machine-readable
and linkable (Chen et al., 2014; Janssen and van den Hoven, 2015; Marton et al., 2013). The
recent hardware and software advances and the shift towards openness of the public sector
(Buchholtz et al., 2014) have enabled the emergence of BOLD (Dwivedi et al., 2017). The
combination of these data with other data, e.g. organization’s own data, could enable creating
models and services that were previously hard to develop (Janssen and Kuk, 2016; Marton et
al., 2013). The opportunities to collect and integrate these data in the enterprise data architecture
offers potential for organizations to improve on the provision of quality services through better
management of data (Dwivedi et al., 2017; Jallow et al., 2017; Kamal et al., 2013) and increase
their competitiveness (Buchholtz et al., 2014; Luisi, 2014; Marton et al., 2013). In this regard,
Gong and Janssen (2017) explored the role of the enterprise architecture as an instrument to
integrate big data in the existing business processes and ICT-landscape. Their findings sug-
gested that it provides an incremental approach for adapting the infrastructure step-by-step,
before the benefits of big data can be gained.

BOLD are classified into different categories to better understand their characteristics. Figure
3 shows the numerous characteristics defining BOLD. The classification is based on five as-
pects: data sources, content format, data stores, data staging, and data processing. This classifi-
cation was firstly presented by Hashem et al. (2015). However, due to the rapid growth of open
and linked data, their mashups, integration, and new data stores, it was updated by the authors.
Data stores classification is based on the National Institute of Standards and Technology (NIST)
Big Data Interoperability Framework (NIST, 2015).
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Figure 3: The classification of BOLD

Cloud technologies support data-intensive computing by providing a large amount of compute
instances on demand and a storage system optimized for keeping large blobs of data and other
distributed data store architectures (Bahrami and Singhal, 2015; Buyya et al., 2013; Kobielus,
2014; Rimal, 2011). Generally, cloud computing technologies simplify the building of related
infrastructure and provision it on-demand (Demchenko et al., 2014). Considering that the public
sector organizations of the same type or on the same level have very similar needs of ICT re-
sources and data processing tools, cloud computing technologies can provide many benefits to
governments (Alshomrani and Qamar, 2013; Hashemi et al., 2013).

According to Hashem et al. (2015) the use of cloud computing in BOLD may be described as
follows: “Large data sources from the cloud and Web are stored in a distributed fault-tolerant
database and processed through a programing model for large data sets with a parallel dis-
tributed algorithm in a cluster.” BOLD provide stakeholders the ability to use commodity com-
puting to process distributed queries across multiple data sets and return results in a timely
manner and cost-effective way. Thus, cloud computing not only provides facilities for the com-
putation and processing of these data but also serves as a service model (Hashem et al., 2015).
Sa et al. (2015) then stated that the use of BOLD in a cloud environment requires “rethinking
of data architectures, new architectures must take into account characteristics such as robust-
ness, availability and easy access of data for analysis, allowing data structured, semi-struc-
tured, and unstructured, while preserving crucial aspects such as security and data integrity.”
Bahrami and Singhal (2015) addressed the role of cloud computing architecture as a solution
for important issues related with BOLD.

Kobielus (2014) claimed that the practical overlap between the BOLD and cloud paradigms is
so extensive that cloud-based BOLD can be done with an existing Apache Hadoop on premise,
NoSQL, or enterprise data warehousing environment. Liu (2013) gave an overview of compu-
ting infrastructure for big data processing, focusing on architectural, storage, and networking
challenges of supporting these data analysis. Further, many SaaS platforms have been devel-
oped specifically for processing BOLD such as sequence analysis, alignment and mapping (Ela-
zhary, 2014). Sharma (2016) investigated the growing role of cloud computing in the big data



ecosystem and proposed a novel classification of the cloud-assisted NoSQL big data models.
The author found out that each data model is developed with different storage technology and
computing mechanism underneath. Di Martino et al. (2014) classified services offered by cloud
providers with respect to the functionalities related to big data manipulation and provided a
taxonomy of cloud platforms offering big data oriented services. A review of the rise of big
data in cloud computing can be also found in Hashem et al. (2015).

On the other side, Miller (2013) argued that too many emphasis on BOLD analytical methods
and incorrect use of the methods may produce wrong and costly decisions. The pressure for
organizations to quickly adopt and implement these technologies also involves unexpected risks
and consequences (Elazhary, 2014; Miller, 2013). There are also many other challenges such
as security and privacy issues, transfer issues, the performance in case of extremely large data
sets, the complicated pricing models, Qualify of Service (QoS) assurance, quality dimensions,
etc. (Bahrami and Singhal, 2015; Elazhary, 2014; Hashem et al., 2015). Janssen and van den
Hoven (2015) stated that information architectures should reflect the societal value of privacy
protection and mechanisms for access control, security, privacy protection and the inability to
combine information should be in place.

Luisi (2014) recommended organizing data in the enterprise architecture into a lifecycle. Gen-
erally, a lifecycle of big data can be divided in four phases (Chen et al., 2014): data generation,
data acquisition, data storage, and data analysis. Similarly, Di Martino et al. (2014) defined
these phases of the big data value chain: data collection, data curation, data integration and
aggregation, data storage, data analysis and interpretation. The big data lifecycle management
model that reflects new challenges and specifics in the big data management was introduced by
Demchenko et al. (2013). Zuiderwijk et al. (2014) emphasized data publication phase in the
context of open government.

Therefore, the BOLD lifecycle newly proposed by the authors and described in the Figure 4
provides an example of activities that are performed when working with BOLD. It also provides
more detailed components that should be integrated in the architecture framework.
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Figure 4: The phases and components of the BOLD lifecycle

4 Architectural Components for Cloud Computing and BOLD

Currently, there are numerous definitions of architecture, emphasising its various aspects and
components such as ISO/IEC/IEEE 42010:2011 (IEEE, 2011). An architectural component de-
scribes the fundamental aspects of service deployment and service orchestration (NIST, 2011;
NIST, 2015). In the public sector context a component is meant as “a functional sub-system,
which consists of a set of steps and activities using platforms, tools, and services defined by the
regulations and other documents, usually covering one or more phases of the BOLD lifecycle.”
The specifics of the public sector ensure that each relevant component can be used by agencies
and institutions on the same administrative level and with the same scope. Since the functional
boundaries of components are shaped by legislation and policy, it is easier to reflect the require-
ments in the EAF. This issue was explored and described by Kamal et al. (2013) for the context
of delivering integrated services in the local government authorities. Although some of the



components may seem not to be related to the public sector, they are required by BOLD ana-
Iytics and cloud computing.

In order to understand the relationships and the interactions between the key components for
cloud computing and BOLD, several architecture and reference frameworks are decomposed —
see Table 3 for the list. The decomposition follows two approaches: multidimensionality based
on the division into layers, and the BOLD lifecycle. The architectural components of cloud
computing are classified according to the requirements of cloud providers and cloud consumers
into layers. The architectural components of BOLD are classified according to the phases of
these data. Each component encompasses a portion of the system’s functionality and may con-
sist of one or more sub-components. The allocation of this functionality is a crucial aspect of
the decomposition onto a set of components.

The NIST and its reference architectures (NIST, 2011; NIST, 2015) are consensus-based rather
than empirical ones. They are too general to be used in the context of enterprise architecture.
The other category is comprised of commercial companies and platform-specific vendors’ pro-
posals. Their main aim is to build a wider ecosystem around their own products. Although these
platforms may cause a vendor lock-in situation, important information about orchestration of
the components can be gained from these frameworks. However, there is no work dealing with
both BOLD and cloud computing requirements in a single model although there are frameworks
that tried to combine cloud computing and big data. Finally, it should be noted that not all the
papers and articles identified through the systematic literature review are included in Table 3.
It is due to the fact that several components are overlapping.

Table 3: Comparison of the selected architecture and reference frameworks

Focus  Author /source Title Published  Category
Developing a new enterprise architecture Scientific
Al-Hmoud framework based on information 2011
. . research
technology service delivery
Bernal et al Enterprise architecture framework oriented 2016 Scientific
' to cloud computing services research
NIST Cloud computing reference architecture 2011 (Inter)national

organizations
2010, 2011, Commercial

co?nlpc))tjjt(ijng IBM Cloud computing reference architecture 2013, 2014 companies
ORACLE Cloud reference architecture 2011, 2012 Commert_:lal
companies
Demchenko et Intercloud architecture framework 2013 Scientific
al. research
Ramachandran Component-base_zd devel(_)pment for cloud 2011 Scientific
computing architectures research
Rimal et al. Architectural requirements for cloud 2011 Scientific
computing systems research
NIST Big data interoperability framework: 2015 (Inter)_natl_onal
volume 5, volume 6 organizations
IBM Big data and apalytlcs reference 2014 Commerglal
architecture companies
Big data ORACLE Big data and apalytlcs reference 2013 Commerglal
architecture companies
Demchenko et Big data architecture framework 2014 Scientific
al. research
Gong and Enterprise architectures for supporting the Scientific
) . 2017
Janssen adoption of big data research



Maier Towards a big data reference architecture 2013 Scientific

research
Piikkénen a Reference architecture and classification of Scientific
technologies, products and services for big 2015
Pakkala research
data systems
Lee A life-cycle w_orkflow architecture for 2017 Scientific
linked data research
ODCA ODCA master usage mpdel: Information as 2013 (Inter)_natl_onal
a service organizations
Open linked Oliveira et al. A recomm_ende_\tlon approach for 2017 Scientific
data _ ) consuming linked open data _ re_sear_ch
Zuiderwijk et Innovation with open data: Essential Scientific
2014
al. elements of open data ecosystems research
Van . ) L
Schalkwyk et . Vlsc_ou_s open data: The roles of 2016 Scientific
al. intermediaries in an open data ecosystem research
Liu et al. How big data ecosystem changes cloud 2015 Scientific
services research
Components of big data analytics for Scientific
Lnénicka et al. strategic management of enterprise 2017
; research
architecture
Big data, Saetal. Big data in cloud: A data architecture 2015 Scientific
research
cloud Towards service-oriented enterprise
computing  Zimmermann . . enterpris Scientific
architectures for big data applications in the 2013
etal. cloud research
Schmidt and Strategic alignment of cloud-based 2013 Scientific
Mohring architectures for big data research
i . . . Scientific
Tiana Zhao Big data technologies and cloud computing 2015 research

For the purpose of the new GEAF, the related stakeholders are described to easily define their
roles and responsibilities assigned to them. Each stakeholder is an entity (a person or an organ-
ization) that participates in a transaction or process and/or performs tasks related to cloud com-
puting and/or BOLD. Stakeholders in these roles interact with each other to ensure that the
goals of BOLD analytics will succeed. Each stakeholder may perform one or more roles. These
roles of stakeholders focusing on the public sector can be seen in Table 4, including examples
of literature sources.

Table 4: Roles of stakeholders for cloud computing and BOLD

Stakeholders for cloud computing
Role Description Literature sources
Demchenko et al.

Maintaining a business relationship with, and uses services

Cloud . e (2013); NIST (2011);
conurer (S0 o provder, Thor e STEtors Y Ramacharn G013
g yp ' Rimal (2011)
Ensuring that a service is available to stakeholders. Private Demf:henko etal. .
Cloud . . . (2013); NIST (2011);
. or hybrid clouds are most suitable for the public sector _
provider agencies and institutions Ramachandran (2011);
g ' Rimal (2011)
Cloud carrier Providing connectivity and transport of services between NIST (2011)

stakeholders at different levels.



Assessment of cloud services, cloud performance and their

Cloud auditor security. This is a typical role for the public sector. NIST (2011)
Managing the performance, use and delivery of services, Demchenko et al.
Cloud broker and negotiation of relationships between providers and (2013); NIST (2011);
consumers. Rimal (2011)

Demchenko et al.
(2013); Lnénicka and
Komarkova (2015a)

Cloud service Using service creation tools to offer new services with new
creator technologies or delivery models for the public sector.

Stakeholders for BOLD
Role Description Literature sources

Defining the required data application activities in the
context of organization’s goals, policy and resources, and
monitoring them (performance indicators).

System
orchestrator

NIST (2015);
Zuiderwijk et al. (2014)

NIST (2015); Van
Schalkwyk et al. (2016);
Zuiderwijk et al. (2014)

Creating, maintaining and distribution of data and their

Data provider - T .
P sources. Providing various interfaces and other services.

Data Using applications and other platforms to execute tasks and Lnénicka and
application ) p:f:ctivities required b pthe BOLD lifecycle Komarkova (2015a);
provider d y ycle. NIST (2015)
Data Establishing a computing framework in which certain Lnéni¢ka and
framework applications are executed. Offering resources for the Komarkova (2015a);
provider application provider. NIST (2015)
Data Using the results provided by the data application provider. NIST (2015); Van
consumer They can also search in data sets, discuss and evaluate ~ Schalkwyk et al. (2016);
(user) them, or request and suggest data to be opened. Zuiderwijk et al. (2014)
Data carrier Guiding and controlling the data distribution between Van Schalkwyk et al.
providers and consumers in the BOLD ecosystem. (2016)

The most important characteristic of these technologies is the focus on openness, transparency
and accountability of public sector agencies and institutions. While the private sector organiza-
tions primarily utilizes BOLD to discover hidden insights in their data and gain a competitive
advantage, the public sector requires components that improve efficiency, effectiveness, and
performance regarding the resources utilization and cost transparency. Furthermore, cloud com-
puting delivery models are mostly deployed as SaaS in the public sector and provide access to
applications that all the respective agencies and institutions use. A high demand is there for
stream and real-time data transmission and processing. More emphasis is also placed on secu-
rity and components needed to develop critical infrastructures for providing ICT services across
the public sector. Regarding the platforms, tools, and services required to perform tasks defined
by the BOLD lifecycle, components for their support in the GEAF have to be taken into account.
Finally, while interactions between private sector organizations are mostly competitive, public
sector agencies and institutions should cooperate and work together in order to provide quality
public services. These characteristics are unique for these technologies in the public sector and
are different or missing in past research.

The architectural components for a cloud consumer, identified from the literature review, are:
cloud deployment models; cloud services delivery models; cloud service integration tools; data
sources management; cloud economy and costs; and consumer in-house IT. These components
then consist of sub-components. The support components for both consumer and provider are:
security and privacy; architecture management and control; operations support in architecture;
architecture performance and elasticity; and coordination and cooperation of components. The
other identified architectural components for a cloud provider are distinguished into six layers:



cloud services delivery models; access / service delivery at different levels and access infra-
structure; service search and management; service orchestration and cloud management; re-
sources abstraction (virtualization); physical resources for cloud services and equipment. As an
example of related sub-components for the cloud provider on the second view level, the service
orchestration and cloud management component is chosen. These sub-components are: cloud
management and organization’s operations; services, abstraction and control; organization ser-
vices and/or third party services; and performance and quality indicators.

The identified architectural components for BOLD on the first view level are: data sources and
their acquisition; data manipulation, pre-processing and management; stream and real-time an-
alytical data processing; data analysis, analytical sources and tools; analytics and database in-
terfaces; visualization, reporting and user interfaces; data usage, analytical views and decision-
making; data publication and consumption; and data users. Further, there are components fo-
cusing on the infrastructure (mostly cloud), however, also grids or clusters may be used. These
components are: data storage, specialized databases and repositories; and highly scalable infra-
structure, resources and platforms. The support components are: design, develop and deploy
tools; jobs and models identification and specification; data security and privacy management;
regulations, policies and risks management; and system and data sources management.

As an example of related sub-components on the second view level, the data publication and
consumption component is chosen. These are: data request; data discussion; evaluation of data
set (rating); data publication on the web/portal; registration/log in; data set visualization; search
data sets; and data licenses search. However, boundaries between these components are not
sharply defined as in the case of cloud computing, which is obvious especially on the second
view level. Therefore, in the new GEAF, these components are clearly defined for the needs of
the public sector.

5 Proposal and Verification of the Government Enterprise Architecture Frame-
work

Although there were identified a lot of common features and functionalities between compared
frameworks, some key features were omitted or cannot be used in the public sector. This may
result partly from a slightly different focus of these frameworks or developments in ICT are
already offering new or modified platforms and tools that can be used in the new GEAF. The
main limitations and drawbacks found were: some BOLD phases are omitted, especially data
sources, data collection and acquisition, and data publication; the missing link between rela-
tional databases and NoSQL databases; missing or vague classification of data storage technol-
ogies and their functionalities; inadequate definition of requirements for the phase of data man-
agement and preparation, which is essential for data analysis, but some activities are redun-
dantly moved to the phase of data analysis, e.g. data integration and linking; the missing link to
open and linked data, their acquisition and publication in the context of related licenses; missing
classification of related platforms, tools and services, in particular in connection to individual
components or phases of the data lifecycle; more detailed definition and description of the ex-
ternal environment influences on the framework for the needs of the public sector; etc.

5.1 Proposal of the Government Enterprise Architecture Framework

The need for GEAF derives from practices of modern ICT that are implemented and used in
the public sector agencies and institutions, but without an underlying concept relating them.
Although sufficient quality ICT resources are available, these are not fully utilized to provide
delivery of quality and flexible services to citizens and other stakeholders. This pressure for
innovation and quality in providing services is also forming the GEAF. Its evolution towards
the current form can be described as a shift from back-end to front-end services. The MMDIS



was initially focused on information system development and data management. With increas-
ing access to Internet and data services, the public sector had to change the way it worked in
order to compete in those circumstances. More dimensions and stakeholders had to be taken
into account to develop a product or service. Building of technological centres of regional au-
thorities in the Czech Republic in the beginning of 2010s represented one of the attempts how
to address changing situation and support e-government development. They were funded by the
European Regional Development Fund (ERDF) within Integrated Operational Program. The
centres (focused on infrastructure services) should host, among others, various digital agendas
for municipalities within particular regions. Nowadays, the authorities face the problem with
next maintenance and development of the centres because they cannot apply for subsequent
ERDF funding. In this situation, a framework that enables to systematically relate in a long time
period relevant architectural components needed to centralize available computing resources
and manage data in order to provide better, cheaper and faster services to the public is required.

A system view on the general concept of the GEAF in the public sector, including the impacts
of external conditions and processes on the system, is shown in Figure 5. It also highlights a
sub-system in which the new GEAF is to be delivered, i.e. organizations on the regional level
should provide services to organizations on the municipal level, respecting the relationship and
responsibilities between a cloud provider and a cloud consumer. BOLD flow through the sys-
tem and respective components and roles are needed to deal with them in order to meet public
sector goals.

The new GEAF was proposed based on the decomposition of published architecture and refer-
ence frameworks and their components, see Table 3. The theoretical background for the de-
composition process, including instructions for reflecting requirements in components properly,
is derived from the ISO/IEC/IEEE 42010:2011 standard (IEEE, 2011), the MMDIS (Bruckner
et al., 2012) methodology, and the TOGAF (The Open Group, 2009). The design of the struc-
ture and interrelationships between the components of the GEAF follows two approaches: mul-
tidimensionality based on the division into layers for cloud computing components, and the
phases of the BOLD lifecycle for BOLD components. It was developed as a stakeholder/role
based model that lays out the key components of cloud computing and BOLD. It was proposed
for the use in the public sector focusing on the storing, processing, and publishing of BOLD
using cloud computing. Finally, it should be noted that the proposal of the new GEAF in this
article does not include developing multiple domains / layers covering from business, software
application to infrastructure, because these are already covered by the MMDIS methodology,
see Section 5.4.
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Figure 5: A system view on the general concept of the GEAF in the public sector

The newly proposed GEAF contains two views and descriptions that are the basis for discussing
the characteristics and uses for cloud computing and BOLD. The first view level can be seen in
Figure 6. There is also the second view level of the framework in which all the components
from the first level are further decomposed into activities and functions that need to be ad-
dressed in the GEAF. As an example, the second view level for the data availability and acces-
sibility component consists of the technical equipment of the user; work mode (regime) of the
user; knowledge and skills of the user; and documentation and manuals.

The multidimensional approach consists of several different dimensions influencing the success
of a IS/ICT in the organization. Vertical layers are visualised in Figure 6 in a form of particular
components of the framework. Each dimension is solved separately at first. These solutions are
later integrated into the overall methodology with the use of requirements defined in the TO-
GAF, i.e. Architecture Development Method (ADM) and Model Driven Architecture (MDA),
and the MMDIS, i.e. methodological and organizational dimension. The models of partial views
on architecture focus on organising architectural information according to the stakeholders’
needs and concerns, captured by views with the appropriate levels of abstraction. Resources for



the data infrastructure are allocated on the regional level, i.e., cloud provider covers (offers
cloud services) all the municipalities in the region.
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Figure 6: The GEAF at the first view level — visualisation of its components

One of the important characteristics of the framework is the ability to import and use data from
a variety of data sources. Consequently, data from different sources may have different security
and privacy considerations. Therefore, the connection between these sources and data sources
management is critical. The key components on this level are defined according to the BOLD
lifecycle, while it is important to distinguish between batch processing and stream and real-time
processing. Cloud delivery models consist of deployment (private or hybrid cloud) and service
models (laaS, PaaS and SaaS) with QoS guarantee. A data storing and archiving component
covers (supports) all the other phases as their data infrastructure. With the introduction of new
storage paradigms analytics techniques should be modified for different types of data access
through different interfaces. Also, various users have different demands, access rights and de-
vices, which have to be solved in the new framework, i.e. as a data availability and accessibility
component. Regarding the structure and goals of the public sector, various support components
and systems / resources for the coordination and cooperation of components are required. These
support components focus on the users of the ICT services and ensure that they have access to
them. The most important component is dealing with data security and privacy management
that determines the implementation of other components. It is followed by a data sources man-
agement component, i.e. defined rules on what to process and publish. Finally, a data use com-
ponent includes end users or other systems that require access to data.



5.2 Key Architecture Views

Within this article, the key architecture views are: a) process; b) function; c) data; d) software;
and e) hardware. The last one is security, which covers all these views focusing on the needs of
the public sector. The business view is defined by MICR (2016).

As a part of the process view the framework proposes to focus on the support of related pro-
cesses which may be modelled in a hierarchical manner. A process architecture is the means by
which the organization establishes a set of rules, principles, guidelines and models for the im-
plementation of the process management across the organization. For this purpose, a definition
of external events with respect to the related roles for cloud computing and BOLD was done.
Then, management and support processes for the key operational process of the BOLD storing,
processing, and publishing were identified and described. Finally, related standards and norms
for the public sector such as Common Assessment Framework (CAF) or European Foundation
for Quality Management (EFQM) have to be involved in this view.

A function architecture is designed based on the requirement analysis. A function view de-
fines hierarchical decomposition of functions of the IS/ICT from the high-level functions to
elementary functions and to define inputs, outputs and, control data for each function. There-
fore, an overview of these requirements classified according to the BOLD lifecycle phases have
to be proposed. A data view on architecture provides an understanding of what data exist and
how are transferred throughout the organization and related systems. Therefore, the main goal
is to describe the data flows and sources in the new architecture defined by the architecture
framework.

A software view on architecture focuses on the related platforms, tools, and services, and it is
distinguished into three categories: 1) data processing; 2) data storage; and 3) data publication.
The platforms, tools, and services can be found in Lnénicka and Komarkova (2015a). A data
processing is the most important phase in the lifecycle of BOLD with the purpose of extracting
useful values, providing suggestions or decisions. With the emergence of the MapReduce
framework, rise of the open-source Apache Hadoop and related platforms together with the
commoditization of large-scale and reliable clusters, the new opportunities to process and ana-
lyse these data arise. Thus, the classification of these platforms was created and a multi-criteria
decision-making model for the selection of the most suitable platform was proposed. The de-
fined criteria are under three categories based on their feasibility and integrability: technical
(hardware and resources configuration requirements) perspective; social (people and their
knowledge and skills) perspective; and cost and policy perspective. Based on the literature re-
view of the possible advantages and disadvantages of various data analytics platforms, eleven
tools were selected as alternatives to be compared. Further, three use cases were designed to
meet the various users’ needs: public sector organization; scientist or advanced user from the
public sector; and medium-sized business. This model can be found in Lnénicka (2015).

A data storage requires new types of distributed file systems, i.e. NOSQL, NewSQL, Massively
Parallel Processing (MPP) or in-memory database architecture to adapt to large amounts of data
and changing structures. However, it is unrealistic to assume that these new types of data stores
are a replacement for traditional relational databases such as SQL. Therefore, the new architec-
ture contains the interface for the integration of relational databases and NoSQL databases.
Another important part of this phase is a programming language that helps to simplify the pro-
gramming model and to provide a higher level language, in which are data operations per-
formed. Last, there are also cloud storages, which can be used to store, synchronize or share
data. A data publication is focused on open government data and their publishing on open data
portals. Thus, the most important portals have to be described and the most suitable platform
(open data management system) has to be chosen (Machova and Lnénicka, 2017).



A hardware view on architecture refers to the identification of a system’s physical components
and their interrelationships. It is defined by the physical resources and equipment component
in the new architecture framework and is used with the laaS provisions in the private cloud
hosted by the cloud provider. An example focused on the deployment of the infrastructure for
the processing of BOLD in the public sector can be found in Lnénicka and Komarkova (2015b).

Security, privacy and protecting information are integral to government operations, and are
part of the architecture. Governments must protect information against unauthorized access,
denial of service, and both intentional and accidental unauthorised modification. Data security
and audit controls have to be maintained across the data lifecycle management. Therefore, data
are available to users who require the information as part of their roles. Data confidentiality has
to be maintained for sensitive and critical data that can be used to distinguish or trace an indi-
vidual’s identity through anonymization. Security is a cross-cutting aspect of the architecture
that spans across all layers of the GEAF, ranging from physical security to application security
(NIST, 2011; NIST, 2015). Therefore, security in the architecture concerns is not solely under
the responsibility of the cloud providers, but also cloud consumers and other relevant stake-
holders.

5.3 Validation and Verification of the Proposed Framework

Architecture evaluation methods are applied in order to verify whether the architecture is suit-
able for a given system (its type, technology, goals, environment, etc.) and does not contain
flaws that may affect the achievability of the quality requirements. Two basic paradigms of
architectural evaluation have emerged from the research carried out to date (Kazman et al.,
2005; Zalewski, 2013):

e Searching for architectural flaws included in the architecture.
e Assessing architecture against a set of relevant quality requirements.

Each of these paradigms then determines the proposal of the concrete method. Each method
utilizes various evaluation techniques such as questioning (scenarios, questionnaires and check-
lists), measurements using metrics, simulations, costs evaluation, prototypes, etc. (Babar et al.,
2004; Zalewski, 2013). However, most of the existing methods use more than one technique
(Zalewski, 2013). A prerequisite for the use of these methods is the existence of the architecture
description (Kazman et al., 2005). There are a lot of methods and also a lot of comparisons and
criteria to select the right one. More can be found in Babar et al. (2004), Kazman et al. (2005)
or Zalewski, (2013).

All these methods cover all relevant steps for the validation, i.e. the process of ensuring that
an architecture and its components are correct, complete, consistent and useful for the purpose
intended, and the verification, i.e. the process of ensuring that the architecture models are cor-
rectly implemented based on the defined standards and practices for these models (Bruckner
etal., 2012; Minoli, 2008). We followed both these processes.

Methods for both these paradigms are used to validate and verify the framework. The first one
is the PBAR (Harrison and Avgeriou, 2011) and the second one is the ATAM (Kazman et al.,
1999). Regarding design evaluation methods of the DSR approach listed in Hevner et al. (2004),
these methods can be classified as experimental and descriptive. More precisely, it is a con-
trolled experiment in which artifacts are studied in controlled environment for qualities. Spe-
cific adaptations of the methods used are related to the fact that there is no complete architecture
to consider because specific functional requirements do not exist. The outputs are thus limited
to the list of issues related to the attributes of quality in the case of the PBAR method and the
utility tree in the case of the ATAM method.



The first phase consisted of three cycles of interviews with stakeholders, one of them was real-
ized electronically. The related stakeholders were selected to correspond to the roles for BOLD,
i.e. system orchestrator, data provider, data application provider, data framework provider, and
data consumer (user). The role of data carrier was not involved because according to Babar and
Kitchenham (2007), the ideal group size consists of five stakeholders. One person (the re-
searcher) leads the interview, asking all the major questions and seeking to elicit maximum
information from the stakeholders. In total, seven people participated in interviews. The first
author directed the interviews. Five experts from the University of Pardubice and one expert
from practice were interviewed. Participants from the university are experts in the following
fields: public information systems analysis and design, requirements engineering, databases,
business process modelling, information systems usability, computer networks, data security,
programming, e-shops design, and web-based geographic information systems design. The ex-
pert from the practice worked as the head of the Department of information technology of Re-
gional authority of Pardubice region with 15 years of practice at this position, namely with
development and implementation of IS in the public sector. Each participant from the university
represented one of the role mentioned above. Participant from the Regional authority of Pardu-
bice region represented role of the system orchestrator.

The search for architectural flaws paradigm, i.e. the use the PBAR method, does not demand
the requirements to be elicited and prioritised before the actual analysis of the architecture.
Therefore, such activities are absent in its workflow. The evaluation is done by walking through
an appropriately partial architecture to identify of quality attribute issues. In the first cycle,
mostly issues related to the attributes of reliability, security, and maintainability were found.
Therefore, the framework was slightly modified on the component level.

The second phase was based on ATAM. Its purpose was to find out whether architecture ade-
quately supports goals driving architectural design. Therefore, the viewpoints of various stake-
holders are taken into account during the evaluation. As stakeholders’ concerns and goals may
conflict with each other, the ATAM method provides techniques for managing (requirements
prioritisation based on cumulative voting and utility tree) and resolving such conflicts (identi-
fying trade-offs). After the completion of the steps required by the ATAM method, the top-
down approach was applied and the hierarchy for the utility tree was proposed. The second
cycle was realized electronically and the prioritization for the attributes and their problem areas
was done by using a three-level ranking: High (H), Medium (M) or Low (L). The utility tree is
prioritized along two dimensions: (1) by the importance of each attribute to the system’s suc-
cess; and (2) by the degree of risk posed by achieving this attribute (i.e. how easy it will be to
achieve). It was found out that each stakeholder has different concerns, goals, and priorities
about the new framework. In the third cycle, the outputs, i.e., the final utility tree as the sum-
marized results from all the stakeholders and the priorities of the quality attributes were indi-
vidually approved. For this purpose, a qualitative interview approach was used. Finally, quality
scenarios cannot be created because there are no detailed requirements about the concrete ar-
chitecture, only the GEAF.

The final utility tree is depicted in Figure 7 and provides a top-down mechanism for directly
and efficiently translating stakeholders’ preferences into concrete quality attribute scenarios.
There can be seen only the most important attributes. However, the number of problem areas
identified through the ATAM session was 47. The results suggest that the architecture frame-
work focusing on the storing, processing, and publishing of BOLD using cloud computing
should pay attention to the functional completeness and correctness; availability and fault tol-
erance of the new system proposed with the use of this framework; time behaviour; user error
protection; confidentiality and integrity of data; and the overall interoperability. The most im-
portant problem area to be solved is data anonymization.



A design artifact is complete and effective when it satisfies the requirements and constraints of
the problem it was meant to solve (Hevner et al., 2004).

Examples of requirements to solve

Quality attribute Sub-attribute Problem area Priorities the problem area
: : The execution of Architecture provides all the functions
Functional Functional . ‘ provices N
— u.ricti.?ri | -1 unf im requirements for the (H,H) —— according to the access rights defined for
Surtability completeness functional complete. the data user role.
Functional The execution of Architecture provides all the functions
correctness requirements for the (HLHY ——  according to the requirements of the
functional correctness open (big) data lifecyde.
Architecture of the system requires the
| e _ g i g availability of 99 %, excluding scheduled
Reliability Availability System availability (H, H) maintenance times. The highest priority
has the data infrastructure.
Data storing and . Distributed architecture that uses data
— Fault tolerance processing faults (H, M) replication techniques is used to provide
Utilit fanlt tolerance
iy —
i Performance The number of Architecture uses distributed data
- cfficiency —— Time behaviour ——— requests (throughput —— (H, M) ——— processing and scalable cloud resources
1ciency rates) to solve the growing demands in time.
- The ratio of the number of user-reported
S U E bl .
— Usabhility —_— SEr Srror — =ren I(pro a{:us) —— (H,M) ——  and subsequently solved problems is
protection and their solutions

required to be more than 90 %.
Authorization processes are supported by
: . Y - the architecture to gain access to data.

— Security Confidentiality Authorization — (HM) —— These are requiregd Lhrougl?all the
lifecvcle phases except data publication.

o Data anonymization processes are
Anonymization (H.H) supported by the architecture in the data

management and preparation phase.

Architecture supports mechanisms to
Integrity ——  Dataintegrity —— (H,M) —— protect against unauthorized access and
assure the accuracy and consistency of data.

R Architecture supports this at the technical
o 5 i, t . .
Interoperability —— uPpo l_imanta ngen —— (M,H) —— (protocols), semantic (data description
and contro standards), and organizational level.

‘— Compatibility

Figure 7: Utility tree for the most important problem areas
5.4 Methodology for the Proposed Framework

The next step was to create a methodology serving as a complex guide for the public sector
organizations in the development of their own architectures. According to Zota and Fratila
(2013), the EAF should provide a clear architecture development process, related stakeholders
and a set of deliverables on each step. As reported by Minoli (2008), if the framework is not
described explicitly, it cannot deliver the proposed benefits. The new methodology includes not
only the description of required steps, but also related stakeholders and their responsibilities for
these steps. It is based on the MMDIS methodology, therefore, it does not already provide the
importance of the IS/ICT for the organization, the role of management or related architectures
and models. The MMDIS also addresses the complete lifecycle of the system and defines se-
quential phases as can be seen in Figure 8. However, the new methodology updated only the
first two phases on the conceptual level together with the strategic level, which is defined by
the new GEAF. It also adapted some agile principles and patterns mentioned in Bruckner et al.
(2012) and Nalevka (2009) for the use with the MMDIS.
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Figure 8: Phases of the new methodology compared to MMDIS phases

The main contribution of the new methodology is therefore the revision of the point of view on
the GEAF with regard to the requirements of BOLD and cloud computing for the use in the
feasibility study phase and the global analysis phase. Particularly, partial views on architecture
are defined more in detail than in the MMDIS methodology. However, this article does not
already propose the business architecture and the global architecture, because these are suffi-
ciently described by the MMDIS in Bruckner et al. (2012) and fit in the context of our GEAF.
The multidimensional approach is solved in the context of the BOLD lifecycle. For the purpose
of the definition of the selected procedures and steps, especially how to develop models, the
related of parts of the TOGAF were used.

The key steps of the new methodology are defined as follows:

the first step is focused on the global and information strategy (a change from current
to target state), in this case, it is about the solution, which should be cost effective so as
to ensure low cost investments in hardware, software, and data maintenance, it is fol-
lowed by the analysis of current trends in ICT, analysis of the existing IS/ICT infra-
structure in the organization, etc., the responsible stakeholder is system orchestrator, the
output of this step is the SWOT analysis;

the second step is the initial feasibility study phase where it is required to select related
stakeholders and create a team, which will define and approve the requirements speci-
fication, the output is report with an overview of the basic requirements (boundaries),
including various alternatives, and a roadmap containing a list of risks, budget and
schedule in the context of economy and costs;

the third step is the global analysis phase, i.e., proposal of the architecture at the con-
ceptual level, which can be described by the related components for each of the partial
views on architecture, the output is a revised list of requirements, global and partial
architectures, strategy for ensuring the security and quality attributes, etc., more can be
found in the content dimension of the MMDIS;



e it is followed by the detailed requirements specification, while this step is defined by
the techniques and guidelines for models suggested by the TOGAF, i.e., ADM/MDA,
the output of this step are the concrete models at required levels of views ready to im-
plement, respectively to validate and verify them;

o the following steps then are: system implementation, system installation, system admin-
istration and maintenance, and system elimination.

More detailed description is focused on the global analysis phase and it is defined in the context
of the BOLD lifecycle. The steps for this part of the new methodology including the related
stakeholders and their responsibilities for these steps are shown in Table 5.

Table 5: A defined workflow for the BOLD lifecycle phases. Source: author.

Required activities and steps

Stakeholders

Layers and techniques

a) Data collection and acquisition

Data acquisition request for a specific
purpose (goal)

Identify appropriate data sources for a
given request

Choose an interface for data access,
acquisition and load

Data validation and transformation

Data import and storage

System orchestrator

Data provider
Data application provider

Data application provider

Data application provider
Data framework provider

Data security and privacy
management

Data sources management

Regulations and policies
management

Data infrastructure
Data security and privacy
management
Data sources management

b) Data management and preparation

Data quality control
Data search, sort and filter
Data transformation and formatting
Data integration and linking
Data compression

Data storage and access

Data application provider

Data application provider
Data framework provider

Data security and privacy
management

Data sources management

Regulations and policies
management

Data infrastructure
Data security and privacy
management
Data sources management

c¢) Data storing and archiving

Choose appropriate components of the
data infrastructure

Configuration and service delivery
support
Infrastructure management and control
Cloud and operations management
Virtualization management

Performance and quality indicators
measurement and monitoring

Cloudonomics management
Data backup and archiving

Data framework provider

Data application provider
Data framework provider

Data infrastructure
Data security and privacy
management
Data sources management
Architecture management
and control
Operations support in
architecture
Coordination and
cooperation of components
Design, develop and
deploy tools

d) Data processing and analysis

Choose of appropriate methods and
algorithms for data processing

Data application provider

Data security and privacy
management



Choose a framework for distributed data
processing

Choose support tools and other extensions

Data processing and analysis according to
the specified purpose (goal)

Ensure computing resources (scalability)

Data framework provider

Data sources management
Regulations and policies
management

Data infrastructure
Architecture management
and control
Operations support in
architecture

e) Data visualization

Choose a user interface for access to the
results

Use reporting and presentation
Use graphical visualization tools
Choose other tools/services for decision-
making support

Results delivery according to the given
request

Data application provider

Data application provider
System orchestrator

Data security and privacy
management
Data sources management
Regulations and policies
management
Data availability and
accessibility
Data infrastructure
Data availability and
accessibility

) Data publication

Ensure data publication on the web/portal

Ensure compliance with open data
standards and licenses

Ensure access for web and mobile
applications

Ensure access for other systems in the
organization

Registration and/or log in
Data request and feedback
Data discussion and evaluation

Data application provider

Data application provider
Data framework provider

Data consumer (user)

Data infrastructure
Data security and privacy
management
Data sources management
Regulations and policies
management

Data infrastructure
Data availability and
accessibility

6 Results and Discussion

The main contribution of this article is the proposal of the GEAF suitable for storing, pro-
cessing, and publishing of BOLD with the use of cloud computing. It follows two approaches:
multidimensionality based on the division into layers for cloud computing and the BOLD
lifecycle phases. The following key architecture views are proposed: a) process; b) function;
c) data; d) software; and e) hardware. Security and privacy cover all the views and are discussed
as well with focus on the needs of the public sector. The business view is defined by MICR
(2016). The relationships between the views are suitably addressed by the MMDIS (Bruckner
etal., 2012).

The own approach based on the modification of the ATAM method, developed for the valida-
tion and verification of the framework at the conceptual level represents the authors’ contribu-
tion to the research on the architecture frameworks evaluation. The lower levels, e.g. software
and applications, were included to deepen the analytical part. The proposed approach may be
also used to validate and verify the other reference frameworks. It is followed by the prioritiza-
tion of selected quality attributes including the utility tree with the most important problem
areas.

Next benefit is represented by the new methodology proposed as a part of the GEAF. It revises
the point of view on the architecture framework and derived architectures with regard to the



requirements of BOLD and cloud computing for the use in the feasibility study phase and the
global analysis phase in the public sector. A final contribution can be found in the generation
of new knowledge, skills, and relationships between stakeholders, which was realized by the
use of interpretive and critical research.

The proposal can be beneficiary for the e-government development regarding the proposal of a
solution for dealing with large amounts of data. The importance of cloud computing and BOLD
in the government enterprise architecture was thoroughly described. As stated by Dwivedi et
al. (2017) and Janssen and van den Hoven (2015), BOLD can result in new opportunities and
have the potential to transform government and its interactions with the public. Since there does
not exist a comprehensive summary of knowledge for commonalities between BOLD and cloud
computing in the government enterprise architecture, the systematic literature review was con-
ducted to overcome this shortcoming. Then, the decomposition of published architecture and
reference frameworks was done and the key architectural components were identified. In addi-
tion, related stakeholders and their roles were determined.

The limitations to validity of the study’s results and architectural claims in other countries or
organizations are related to different types of administrative structures and responsibility, cov-
erage, and liability between them in the public sectors worldwide. Since cloud computing is a
centralized solution that requires a high-performance, reliable, and secure infrastructure, it may
be an issue for some countries. In addition, regarding the use of the MMDIS methodology de-
veloped in the Czech public sector environment together with that fact that most of the related
materials and guidelines are available only in Czech language, it may hinder the applicability
of our findings. The next limitation of the GEAF may be in its ability to explain dynamic and
interrelated processes in the context of cloud computing and BOLD maturity. For this reason,
the organizations should apply different maturity models to determine the current state of these
technologies in the organization and identify specific capabilities that are lacking or lagging.
Several maturity models or readiness metrics are available for each topic. More can be found
in Buyya et al. (2013) or Chen et al. (2014). There are also data source risks, which include data
quality risks and risks related to how data are defined, stored, and generated prior to transmis-
sion to the cloud (Miller, 2013). Furthermore, as stated by Sharma (2016), to construct a suita-
ble, efficient, and cost-effective cloud computing environment is still a major challenge, espe-
cially in the public sector.

The limitations of the used methods are: different stakeholders may have different concerns,
hence they may be interested in different aspects of the proposed framework and the results
may vary based on the selection of concrete stakeholders and individuals. Also, the costs of a
fully-blown ATAM-based evaluation may raise high because of these various opinions, con-
cerns and priorities. Some authors, e.g. Zalewski (2013), are critical for the use of these methods
based on the quality scenarios, because there is a missing link on measurable outcomes and
sustainability of the resulting system throughout its lifecycle. However, after the detailed re-
quirements are available, it can be recommended to use measurements using metrics and sim-
ulations. Another limitation can be the question of topicality with regards to the related plat-
forms, tools, and services, especially the compatibility and maintainability aspect and related
problem areas. Limitations can be also based on a lack of interest among the organizations or
lack of political support.

Future research will be focused on the detailed requirements, especially in the context of the
integration into the existing IS/ICT infrastructure in the organization. After a detailed require-
ments specification, related hierarchy of models may be proposed and these models may be
then evaluated with the use of related methods. Also, it is necessary to deal with the procedures
and methods for data anonymization, without which it is impossible to publish these data. More
detailed research will be focused on other attributes and problem areas that were found during



the validation and verification and are represented by the final utility tree. Finally, more case
studies should be done on related platforms, tools, and services for the needs of the public sec-
tor.

7 Conclusion

Merging BOLD with cloud computing promises to provide new capabilities for creating more
values for citizens and other stakeholders at reduced costs. BOLD storing, processing, and pub-
lishing for the public sector organizations of all types are empowered by cloud computing with
its wide spectrum of service models. Contemporary organizations collect increasing amounts
of data but they usually cannot reach their full potential because they cannot fully analyse the
data. Public sector bodies belong to these organizations and they need to implement suitable
technologies to better use and reuse collected data, which is even required by the EU Directive
on the re-use of public sector information (Directive 2003/98/EC, revised by the Directive
2013/37/EV).

Implementations of new ICT require a suitable EAF because contemporary organization are
very complex and they already have adopted many different ICT. Public sector bodies should
prevent wasting money because of not well controlled procedure of new ICT. Therefore, this
article presents the newly proposed GEAF focusing on BOLD and cloud computing in the con-
text of the Czech public sector. The GEAF should help organizations in dealing with these
problems. The framework provides guidelines, architecture principles, the component model
from process to hardware services perspectives, and the architecture development methodology
for better and efficient service delivery to the citizens in a country. This alignment between
public sector goals and IS/ICT allows public sector agencies and institutions to apply available
resources to the relevant tasks and activities. The business architecture view is adopted from
the MMDIS.

The proposed GEAF provides various theoretical and practical benefits for the issue of the
BOLD and cloud computing in the government enterprise architectures. It aims at creation of a
unified ICT environment across the public organization with tight links to the management side
of the organization and its strategy. This framework is characterized by the partial architecture
views to understand the relationship and the interaction between defined components and is
applicable in the public sector.
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